


Jan 2024 Monthly summary

January began as a relatively quiet month with no significant attacks
iInvolving lost funds. However, it concluded with a notable incident: the theft
of 213 million XRP (equivalent to USD 112.5 million) from Chris Larsen, Ripple’s
Co-Founder, due to compromised private keys.

As highlighted in our recent investigation (link), there is an emerging trend of
rug pulls, particularly on the Binance Smart Chain (BSC). These schemes are
becoming increasingly sophisticated and automated, enabling them to
expand and defraud more individuals in shorter time frames. Additionally,
there has been a surge in compromised X accounts, with nearly all cases
attributable to SIM swaps.

Over the past twelve months, the total stolen funds amount to USD 2.4 billion,
which is significantly lower than the estimated USD 3.5 billion for 2022.

Blockfence


https://twitter.com/blockfence_io/status/1745861887101993301
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Jan 2024 ost

Phishing attack
$3.725.002

Flash Loan Attack
$6.035.070
Compromised private
keys
$132.216.100

Unknown
$7.724.800




Jan 2024

$120,000,000

$100,000,000

$80,000,000

$60,000,000

$40,000,000

$20,000,000

$0
Ripple Polygon Ethereum BSC Other Arbitrum Solana

< % O & n =




Jan 2024

No network Ethereum Arbitrum Other Ripple Polygon Solana Optimism

© ® 0 » - ® & 6 =




Jan 2024

Rug puli

MangoFarm

XAl Token

MAR3AI (MAR3)

BoxyDude (BOX)

JohnLennonCOIN

StarkPepe (SPEPE)

Audify (AUDI)

Speero (SPEERO)

SolDragon (DRAGON)

BorzoiCoin (BORZOI)

PulseXIincentiveToken

FoxFunnies (FXN)

MOE (MOE)

LongNoseDog (LONG)

Poldo (POLDO)

CRONUS (CRONUS)
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Wise Lending

Socket
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Rosa Finance
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Trezor

Price manipulation

Gamma Strategies

ElonTroll

Phishing attack

Mainnet User
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Chris Larsen (Ripple)

GMEE

Somesing

Coinspaid

Abracadabra Money

Gamma Strategies

Compromised
private keys

Compromised
private keys

Contract
vulnerability

Contract
vulnerability

Price manipulation @ Arbitrum

$16.352.814

$11.580.000

$7.500.000

$6.490.000

$6.412.750
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Chris Larsen (Ripple) $112.500.000

GMEE $16.352.814

Concentric Finance $1.800.000

Narwhal Token $1.563.286
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Somesing $11.580.000

Abracadabra Money $6.490.000

Gamma Strategies $6.412.750

Radiant Capital $4.335.070

Socket $3.300.000 o @ Ethereum
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